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The CERT Coordination Ce .
research and development o
weartn incident, which broug

Research Projects Agency (DARPA) charged the SElwith setting up a center to coordinate communication amaong
experts during security emergencies and to help prevent future incidents. Since then, the CERT/CC has helped to
establish other response teams, and our incident handling practices have been adapted by rnore than 90 response
teams around the waorld.
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YWhile we continue to respond to security incidents and analyze product vulnerabilities, our role has expanded over
the years. Each year, cormmerce, government, and individuals grow increasingly dependent on netwaorked systems.
Along with the rapid increase in the size of the Internet and its use for critical functions, there have been
progressive changes in intruder techniques, increased amounts of damage, increased difficulty of detecting an
attack, and increased difficulty of catching the attackers. To better manage these changes, the CERT/CC is now
part of the larger SEI Netwarked Systerns Surdvability Program, whose primary goals are to ensure that
appropriate technology and systems management practices are used to resist attacks on networked systems and
to limit darnage and ensure continuity of critical services in spite of successful attacks ("survivability ™).

s/

To accomplish our goals, we focus our efforts on the following areas of work: survivable enterprise management,
surdvable network technology, incident handling, incident and vulnerability analysis, and courses and seminars.

YWe are also committed to increasing awareness of security issues and helping organizations improve the security
of their systems. Therefore, we disseminate information through many channels.
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